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Abstract. Game Theory provides a set of tools and a framework suitable to study 

security problems. In this paper, a class of games is developed to study cyber 

deception and the interactions between the network defender who is deceiving an 

adversary to mitigate the damage of the attack. In order to capture network topol-

ogy, each game is played over an attack graph that can be generated according to 

the vulnerabilities associated with each node. The defender's goal is to take de-

ceptive actions to prevent the attacker from taking control over the network re-

sources exploiting the incomplete information of the attacker regarding the de-

ceptive network gained through the attack reconnaissance stage. To this end, we 

present several games such as normal form static, dynamic, hypergame, and a 

partially observable stochastic game (POSG) to study the game dynamics at dif-

ferent information structures. For the most general class of games, (i.e., POSG), 

we provide multiple solution approaches to overcome the intractability of the 

game model and finally present numerical result samples to show the effective-

ness of each solution approach.  

Keywords: Game Theory, Cyber Deception, Network Security, Attack Graph, 

Hypergame, Partial Observable Stochastic Game. 

1 Introduction 

Cyber deception refers to a set of techniques that can be implemented to give attack-

ers false beliefs. Such set includes information masking, dazzling, hiding, decoying, 

false information, and camouflaging [2, 5]. In fact, cyber deception is used from both 

sides, the attacker implements deception techniques to hide his true identity, strategy, 

and payoff and let the defender believe that the attacker is a legitimate user. However, 

the focus of this paper is to study cyber deception as a defense technique implemented 

by network admin [1]. In a real threat scenario, the identities of adversaries are un-

known to the defender, which is a huge advantage to the attackers that allows them to 

collect information about the network until an intrusion detection system (IDS) catches 

them [17]. Therefore, to suppress this advantage from attackers, a defender needs to 

implement cyber deception techniques to misrepresent the network and alter its true 

state, and hence the outcome of the attackers’ reconnaissance will be useless and mis-

leading. To this end, deception techniques such as honeynets [7, 4, 16], data, and file 

obfuscation techniques [11, 21, 25, 12], and moving target defense (MTD) [8, 44, 45] 

have been proposed. Although, MTD and cyber deception techniques aim to thwart the 

attackers' attempts to collect the system information via changing the attack space and 

the true state of the network, however, MTD techniques do not introduce any false 
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information that can actively mislead attackers. On the other hand, cyber deception may 

use false objects or information for the attackers to form false beliefs that affect the 

decision of the attackers. 

Security games literature studied strategic decision-making problems in a game-the-

oretic framework between two players, specifically, the network defender and the at-

tacker [14, 3, 43, 46]. Security games applications includes the protection of critical 

infrastructures, [22, 14, 23], computer networks [24, 10, 15, 6, 19, 44, 45]. The success 

of strategic deception hinges on the information observed by both players. The defender 

may strategically leak or let the attacker access manipulated information about the net-

work that lures the attacker to behave in a certain way that may or may not be observed 

by the defender. How information observability is classified leads to different classes 

of the game as discussed in detail in Section 2. 

In this paper, we present the state-of-the-art game-theoretic models to address cyber 

deception and develop a partially observable stochastic game as a generalized frame-

work to study this problem. Secondly, we discuss the complexities and intractability of 

POSG games and present several approaches and relaxations to overcome the game 

model complexities. Finally, numerical results are presented to validate the proposed 

approaches to solve the game.  

The rest of the paper is organized as follows: In section 2, we present a line of related 

cyber deception work on attack graphs and game theory. After that, in Section 3, we 

discuss different game classes. In Section 4, several approaches are presented to solve 

the game. We present numerical results in Section 5 and conclude our work in Section 

6. 

2 Related work 

2.1 Attack Graph 

An attack graph is a tool used to model network security by capturing network connec-

tivity and vulnerabilities. Attack graphs could be generated in several ways. For in-

stance, Kamdem et al. [30] generated a vulnerability multi-graph in which node are 

vulnerable hosts, and edges represent the vulnerabilities between nodes. Authors in [31] 

used attack graphs to model the causal relationship of different vulnerabilities and pro-

posed a probabilistic metric for network security. Stochastic games played on attack 

graphs facilitate cyber deception automation and deception policy implementation on 

networks. However, the dimension of strategy space explodes for attack graph games 

in the size of the attack graph. Moreover, partial observability regarding attacker dy-

namics is a struggle against developing deception policy. 

A defender can model the behavior of a partially observable attacker using one of 

two approaches. A simple but naïve approach is to model the actions of the attacker as 

exogenous noise. The second approach is to take into account the attacker's actions as 

observations that are induced given her actions. Finally, the defender can assume that 

the attacker is also monitoring the system partially and is maximizing his long-term 
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reward symmetrically. The latest model is known as POSG and is the most general 

framework. 

 Attack graph is adopted extensively to study cybersecurity problems [32, 33, 34, 35, 

36]. More specifically, it is used to study cyber deception using different game-theoretic 

models. These models include normal form games, Stackelberg games, hypergames, 

and partially observable stochastic games. 

 In [32], a full information normal form game is played on an attack graph to study 

the effect of software diversity to deceive adversaries and enhance network security. 

The goal of the defender is to diversify the network attack graph to prevent the attacker 

from launching a full-scale zero-day attack exploiting a single vulnerability. Moreover, 

a diversified network requires a larger number of probes to collect information. Hence 

the attacker interacts more with the network which leads to early detection. The attack 

graph captures the network topology and the relation between the set of vulnerabilities 

associated with each node. Our results show that diversity limited the attacker's ability 

to control the network. 

In a social network, a malicious user attacks the network through influencing its 

node. Therefore, one way to counter his negative influence is by blocking a subset of 

edges (i.e., a subgraph) [33]. We formulated the interaction between the defender and 

the attacker as a Stackelberg game where the defender first chooses a set of nodes to 

block in order to minimize the attacker's influence. After observing the modified net-

work, the attacker selects a set of seeds to spread negative information from. To avoid 

the computational complexity of this bi-level game theoretic optimization problem, an 

approximate method models the attacker’s problem as the maximum node domination 

problem. To solve this problem, we first develop a method to formulate the problem as 

an integer programming combined with constraint generation. Also, proposed an ap-

proximate solution to enhance scalability [33]. Considering a Stackelberg game, the 

defender in [34] is assumed to allocate defensive resources and manipulate the attack 

graph. We provided techniques for efficiently solving the problem as a mixed-integer 

linear program.  

In a more sophisticated attack scenario, the network suffers an outbreak of a spread-

ing virus. An epidemic game-theoretic model is developed in [36] to study these types 

of attacks. Epidemic models are used in cybersecurity to model the change of nodes' 

states over time. In other words, at each time slot, a node could be infected, vulnerable, 

or recovered. The epidemic model captures the transition of nodes between the men-

tioned three states. In [36], we proposed a POSG game with one-sided information 

where players don’t observe the actions of each other. In this epidemic-game model, 

the attacker at any time-slot selects a subset of neighbors of infected nodes to propagate 

the malware from via connecting edges. On the other hand, the defender distributes a 

limited number of honeypots over selected edges of the network. We show that the 

heuristic search value iteration (HSVI) algorithm developed initially to solve partially 

observable Markov decision process (POMDP) [40], can be used to efficiently solve 

this class of POSGs. To this end, we show that the value function operator of the epi-

demic game model has the necessary properties such that it can be solved using an 

HSVI-like algorithm. 
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2.2 Hypergame 

Another approach to handle uncertainty is the hypergame framework [35, 37, 41]. Hy-

pergame theory studies the case where the game players have different views of the 

game model including the strategies of their opponents therefore it fits perfectly to 

study cyberdeception. Although Hypergame theory can be used to study multiple play-

ers, we restrict our discussion for the two-player Hypergame for cyber deception.  

A Hypergame G= (V1, V2) consists of two preference vectors for each player. Each 

vector represents the player’s perspective of the game. In a fully observed game, each 

player knows his opponent’s preference vector. On the other hand, practically player p 

can perceive player q’s preferences partially, in terms of V21 and V12  as the perspective 

of player 1 of player 2 preference and vice versa. In hypergame, players play two dif-

ferent games according to how each player perceives the game. Therefore, a player 

makes his own decision based on his perceived game. In cyber deception, the attacker 

is unaware of the induced network state after the deceptive actions have been imple-

mented by the network defender. To solve for an equilibrium of hypergame with a first-

level perception, each player plays their own perceived game. First, the attacker solves 

his perceived game and find the equilibrium of the adversary perceived game as de-

noted by (ae(A),de(A)). Similarly, the defender solves his perceived game, and find the 

equilibrium (ae(D),de(D)) of the game. Finally, the hypergame equilibrium is 

(ae(A),de(D)).  

In [37], we developed a hypergame model that examines how attacks spread inside 

the network using attack graphs. In this mode, the defender installs honeypots on well-

selected nodes to thwart the attack. Based on the formulated hypergame, the defender 

decides where to place honeypots. The game is repeated after players receive the payoff 

of their actions. According to her payoff, the attacker could choose to cover the maxi-

mum number of nodes to increase his reward at the current stage. However, the attacker 

could also decide to explore other unvisited nodes. We estimate the amount of time 

needed for an attacker to reach the target nodes through experiments, which provides a 

quantitative measure to determine when it is necessary to disable all the connections to 

the target nodes.  

In [35], we focused on the problem of joint designing a decoy placement strategy 

and a deceptive defense strategy that maximally exploits the fact that decoy locations 

are partially observable by the attacker to ensure that the defender can satisfy his/her 

goal in temporal logic. Given the large space searching for optimal decoy placement 

policy, we use formal methods to show that the utility function is non-decreasing and 

monotone. We formulated a deception hypergame to place decoy devices. In this game, 

the defender allocates decoys to deceive and trap the attacker. We have also synthesized 

stealthy deceptive strategies with temporal logic specifications using hypergame theory 

in [41] to develop sure winning and almost-sure winning strategies for the defender. 
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3 Information model and Game formulation 

3.1 On the complexity of POSG 

Information monitoring determines the class of the game to be played between the at-

tacker and the defender. In a complete information game, the game reward function, 

possible actions, and player identity is common knowledge. However, if players don’t 

know all the information about their opponent, then we are dealing with an incomplete 

information game. This arises if, for example, the defender does not know the reward 

function or the possible strategies of the attacker. In a game of perfect monitoring, each 

player fully observes the actions taken by the other players. This is different from a 

class of game of imperfect monitoring in which, a player does not know what specific 

action is played by his/her opponent after any stage. Therefore, poker is studied under 

the latter class of games. A stochastic game is played in a sequence of stages with the 

game dynamically evolving from one state to another depending on the actions taken 

by all players. The most general framework that combines an evolving game, with im-

perfect monitoring is the partially observable stochastic game (POSG). In this class, the 

game information is known to both players, however, each player observes the game 

evolution and/or his opponent's actions partially. POSGs are the most general frame-

work in game theory literature. A single-agent dynamic game resort to a Markov deci-

sion process (MDP). The optimal policy of an MDP can be obtained efficiently in pol-

ynomial time as shown in [20]. On the other side, Conitzer and Sandholm have shown 

that hardness of determining whether a pure-strategy Nash equilibrium exists in a Mar-

kov (stochastic) game is PSPACE-hard [9]. Adding uncertainty to an MDP results in a 

partially observable MDP (POMDP) where an optimal policy cannot be obtained in 

polynomial time anymore. Eventually, the complexity of solving a POMDP is known 

to be PSPACE-complete [20]. A POMDP is considered a single-agent POSG. Gold-

smith and Mundhenk [13] have shown that extending a POMDP to a noncooperative 

multi-agent scenario (i.e., POSG) results in a NEXPNP-complete problem to determine 

whether there is a “good” strategy for that game and optimal policy existence problem 

associated with POSGs is undecidable [18]. 

3.2 Game Model 

A zero-sum partially observable stochastic game is a tuple (S, A1, A2, O1, O2, T, R, 

binit) where S is a finite set of states, A1, A2 are finite sets of actions of player 1 and 

player 2, respectively. O1, O2 denote observation sets of player 1 and player 2, respec-

tively. T(o1, o2, s | s0, a1, a2) is the probability of  transition from s0 to s, while observing 

(o1, o2), under action profile (a1, a2). R(s, a1, a2) denotes the reward of player 1 under 

(a1, a2) at state s, and binit ∈ ∆(S) is some initial state-belief vector. To study cyber 

deception within a POSG we need to define the game components regarding our system 

model.  

Let the defender be player 1 and the attacker be player 2. Assuming that the game is 

played over an attack graph G(V, E), where V is the set of nodes and E is the set of 

edges. A node represents a vulnerability that can be exploited by the attacker, while an 
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edge connecting two nodes v1 and v2 means that a vulnerability v2 can be exploited only 

if the attacker can reach it through exploiting v1. In other words, the set of edges man-

ifests the dependencies between the network vulnerabilities based on the network to-

pology. The attacker decides which vulnerability or a subset of vulnerabilities to ex-

ploit. The defender, on the other side, inserts fake vulnerabilities along the graph edges 

such as honeypots to deceive the attacker. The defender decides the locations of the 

honeypots to maximize his long-term expected reward. The attacker does not observe 

the actions of the defender and vice versa. The state of the game, s, represents the cur-

rent location of the attacker as well as the locations of the honeypots. In other words, 

the state captures the joint history of actions taken by the players. However, each player 

observes the state partially through observing (o1,o2) instead. As mentioned above, for 

the general stochastic game, a no-regret policy is not tractable [13], set aside the par-

tially observable case. Therefore, in the next section, we discuss solution approaches 

for POSG under some natural assumptions and relaxations. 

4 Game Solving Techniques 

In this section, we propose different techniques and approaches to solve POSG formu-

lations for cyber deception. This includes solving POMDP+embedded game approach 

[42], and One-sided POSG [29].  

4.1 POMDP embedded game:  

In the first approach, we adopt the POMDP game model and leverage the rich literature 

of efficient solving algorithms [26]. In this approach, we solely focus on the defender’s 

cyber deception strategy to maximize his long-term discounted reward. The attacker is 

assumed to have local knowledge about the network structure, and hence she can only 

reason about her immediate reward.  

𝑉∗(𝑏) = 𝑚𝑎𝑥𝑎1∈𝐴1
[𝑅(𝑎1, 𝑏) + 𝛾 ∑ 𝜏(𝑏′, 𝑎1, 𝑏)𝑉∗(𝑏′)

𝑏′∈ 𝐵

]                         (1) 

  
Adopting the conventional POMDP notations, equation (1) represents the value 

function under the optimal policy that maps the belief space to action space. A key 

component of the above equation is the belief update function, 𝜏(𝑏′, 𝑎1, 𝑏). In order to 

calculate that function, one needs to know the state transition dynamic as well as the 

observation associated with each transition. The state transition model, 𝑇(𝑠′, 𝑎1, 𝑠), is 

known by the defender. 

On the other hand, observations are directly related to the action played by the at-

tacker. Let 𝑂(𝑜, 𝑠′, 𝑎1) = 𝑃𝑟(𝑜|𝑠′, 𝑎1, 𝑏) denote the probability of observing observa-

tion o with the system transitioning from state belief b under action a to state belief 

b(s’). Using game-theoretic reasoning, the defender can exploit Nash equilibrium strat-

egies adopted by the attacker to estimate the probability that the attacker has played a 

specific action given any state, s∈ 𝑆. The defender can then calculate the belief update 

function as follows: 
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𝑃(𝑜|𝑠′, 𝑎1, 𝑏)  = ∑ 𝑃(𝑜|𝑠′, 𝑎1, 𝑠)𝑏(𝑠)

𝑠∈𝑆

 

Where,  

𝑃(𝑜|𝑠′, 𝑎1, 𝑠) = ∑ 𝑃(𝑜|𝑎2, 𝑠′, 𝑠)𝑃(𝑎2|𝑠′, 𝑠)

𝑎2∈𝐴2

 

 

𝜏(𝑏′, 𝑎1, 𝑏)  = ∑ 𝑃(𝑜|𝑎1, 𝑏)
{𝑜∈𝑂|𝑆𝐸(𝑏,𝑎1,𝑜)=𝑏′}

  

for every possible future belief, b', where 𝑆𝐸(𝑏, 𝑎1, 𝑜), denotes the state estimate 

computed as the probability 𝑃(𝑠′|𝑎1, 𝑜, 𝑏).  

4.2 One-sided POSG 

In the second approach we focus on a class of one-sided partially observable stochastic 

games (OS-POSGs). In this model, the attacker is assumed to be perfectly informed 

about the current state. Along the same lines of POMDP, the belief space is a simplex 

are over state space and the value function defined over the belief space is convex. The 

class of one-sided POSGs has been studied previously in [27] as Level-1 stochastic 

games with incomplete information. Therefore, one-sided POSG’s value function has 

similar structure to the value function of POMDPs. Let G = (S, A1, A2, O, T, R, γ) 

where, S is a finite set of game states, and O denotes the observation set. The function 

T(.| s, a1, a2) ∈ ∆(O × S) represents probabilistic transition function between states under 

action profile (a1,a2). The current state of the game is revealed to the attacker only. The 

goal is to find a defense strategy that maximizes the expected discounted reward over 

an infinite number of stages.  Numerical results showed that active deception signifi-

cantly enhanced the security of the network. A strategy that maps the history of actions 

and observations for player, i, is called ‘behavioral strategy’ and denoted by, σi.  

In OS-POSG, the attacker observes the current state, s. Therefore, his decision rule 

at each state, s, is π2 (a2|s), while the defender (player 1) decision rule is not conditional 

over the state, and is denoted by, π1 (a1). If player 1 played a1 ∈ A1 and observed o ∈ 

O, his updated belief τ (b, a1, π2, o) over state future state, s’, can be expressed as: 

𝜏 (𝑏, 𝑎1, π2, 𝑜)(𝑠’) =  
1

𝑷𝒃,π1,π2
 [𝑎1, o]

∑ b(s)π1(𝑎1)π2(𝑎2| s)T(o, s′ | s, 𝑎1, 𝑎2) .

𝑠,𝑎2

 

The value of strategy σ1 is 

 

𝑣𝑎𝑙σ1(𝑏) = 𝑖𝑛𝑓σ2∈Σ2
Ε𝑏,σ1,σ2

(𝐷𝑖𝑠𝑐𝛾) 

Where 𝐷𝑖𝑠𝑐𝛾is the infinite discounted reward, for some 0 ≤ 𝛾 < 1. The optimal 

value function can hence be expressed as: 

𝑉∗(𝑏) = 𝑠𝑢𝑝σ1∈Σ1
𝑣𝑎𝑙σ1(𝑏) 

Although we have defined the value function 𝑉∗ as the supremum over the strategies 

of player 1 at each the belief point, however finding the value for the given belief is as 

hard as solving the game itself. Our approach relies on an alternative characterization 

of the optimal value function V∗ to follow the structure of the optimal value function of 
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a POMDPs. The idea behind this approach is to start with a coarse approximation V0 : 

∆(S) → R of the value function V∗ , and then iteratively improve the approximation by 

applying the Bellman’s operator H, iteratively,Vi+1 = HVi . One can show that the func-

tion HV resulting from applying H on a convex continuous function V as formulated 

above is also convex and continuous. Hence, we can apply the operator H iteratively. 

Operator H can be used to approximate the optimal value function V∗. The bellman 

operator, H, is a contraction mapping, and hence converges to the unique fixpoint, and 

which is the optimal value function V∗, therefore [HV](b) leads to the Nash equilibrium 

of the corresponding stage game. The described structure of the H operator and the 

value function V(b), we can hence adopt POMDP solving approaching such as value 

iterations and Heuristic Search Value Iteration (HSVI) for better performance.   

5 Results 

To show the efficiency of the developed algorithms in sections 3.1 and 3.2, we present 

sample results that show the effectiveness of the cyber deception strategies developed 

via the proposed POSG algorithms. 

First, we present results for the model introduced in section 3.1, [42]. In this context, 

the attacker can only reason his actions based on local information, not the whole net-

work. However, the defender is solving his imperfect information game with the de-

fender assuming that the attacker is rational and following Nash strategies at equilib-

rium for each subgame (i.e., game stage). For a 7-node network, the defender decides 

where to place a honeypot, while the attacker is evading honeypots to stay stealthy as 

long as possible and attack real nodes. The defender receives a reward if capturing the 

attacker in a honeypot while losses if the attacker escaped honeypots. The defender 

incurs a cost for placing honeypots, and there is a cost per attack paid by the attacker. 

Both players can choose to stay idle to avoid the cost associated with each action. In 

Figure 1, the defender reward is plotted versus the capture cost. As shown, the proposed 

deception algorithm outperforms other schemes. Defender's reward increases as the 

capture cost incurred by the attacker when caught increases. However, if the cost is 

very high, it forces the attacker to back off to avoid the high-risk action, the defender 

reward goes down. Note that, in this scenario, we mainly focus on the capture reward 

due to successful deception. As shown in Figure 1, a fixed allocation policy does not 

recognize game dynamics, and hence ignores all observations that are available through 

the network monitoring systems, IDS, etc. On the other hand, random deception strat-

egies do not consider the network structure, it randomly allocates honeypots as the 

game evolves.   
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Figure 1. Defender reward against capture cost for a 7-node network 

For the second approach described in section 3.2 [29], we developed an algorithm 

for the OS-POSG. Specifically, a Heuristic Search Value Iteration (HSVI) is used to 

solve a OS-POSG game modeling a lateral movement problem. The HSVI algorithm 

leverage a double-oracle algorithm for strategy generation [28]. 

 The game is played over a synthesized computer network. The attacker aims to 

reach a target node from a source node through the graph edges while minimizing the 

cost of controlling each of the interconnecting nodes. The attacker can gain control over 

any of the visited nodes unless countermeasures were taken by the defender, such as 

the deception mechanism. Using this mechanism, the defender can discover the at-

tacker's location via honeypots. In Figure. 2, we compare three HSVI-based algorithms, 

also showing the percentage of instances where the algorithms failed to terminate 

within 2 hours are shown in the bottom. NH is the number of honeypots used, and k is 

the average node degree. Figure. 2, clearly illustrates the scalability of the developed 

heuristic defender algorithm. Our novel algorithms scale several orders of magnitude 

better compared to the existing state of the art. 

 

 
Figure 2. Number of vertices in the network and confidence intervals mark the standard er-

ror. 
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Conclusion 

In this paper, we presented a body of work covering cyber deception over attack 

graphs. We presented several game-theoretic models considering different information 

structures to capture players’ uncertainties. Attack graphs have been used to map out 

the network topologies along with vulnerabilities of nodes. We highlighted the compu-

tational complexity of each game model, especially the partially observable stochastic 

game model. Solution approaches have been discussed to overcome the intractability 

of POSGs under specific conditions. Solution approaches have been implemented to 

solve the proposed game models to generate deception strategies that enhanced network 

security. To show the effectiveness of cyber deception using the game model, we pre-

sented sample numerical results. Our ongoing research focuses on implementing the 

developed cyber deception in real network settings to refine the model parameters and 

quantify the deception overhead. We are extending the game model to account for time-

varying vulnerabilities. 
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